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CTaTnyeckKmm aHanms

BbisiBiIsieMble OLLNOKUN
* OwnbKn obLuero Bnga
* CneungunyHble Ana npegmeTHon ob1acTu

KayecTtBO aHanu3a
* JloXHble npeaynpexaeHua (false positive)
* [NponyLieHHble ownodku (false negative)



CTaTnyeckKmm aHanms

JIoXxHble npenynpexaneHuns
(false positive)

Bpems aHanm3a [MponyLeHHbIe OLLNOKN
(false negative)




CTaTnyeckKmm aHanms

JIoXxHble npenynpexaneHuns
(false positive)

JIerKkOBeCHbIN TSHKeNOBECHbIN

Bpems aHanm3a [MponyLeHHbIe OLLNOKN
(false negative)




JlerkoBeCHble NHCTPYMEHTb

KoMmMepyecKue: AkagemMunyeckue:
* Coverity * Saturn

* KLOCwork * FindBugs

* CodeSonar * Splint

* PCLint * ARCHER

» Microsoft PREfast * Coccinelle

* PolySpace

_* SPARROW



TakenosBeCHbIV aHaJ1N3

Ha ocHoBe mxobpaxeHus ¢ http://engineer.org.in



Ta>xenoBeCHble MHCTPYMEHTD

KoMMepyeckme: Akanemuyeckue:
* Microsoft SDV  * DDVerity (CMU)

« Avinux (U. Tuebingen)
CBMC (U. Oxford)
SATABS (U. Oxford)
« CPAChecker (U. Passua)
« BLAST
« ARMC (A. Rybalchenko)




NHaoycTpmnanbHoOe KadyeCcTBO

* MnHnmasnibHOe BMellaTesIbCTBO YesioBeka

* [Npnemnemoe KauyecTBo Bepudpmnkauumn
— OOHapy)XeHune peasibHbIX OLLMOOK Npu
— npuemsieMoM % NOXHbIX NpeaynpexaeHnm
— 1 npuemnemom BpemeHun paboThbl

* [apcep A3bika Cn cOBMECTUMbIN C gcc/cl.exe
* YO06HbIM aHann3 pes3yibTatoB



Microsoft Static Driver Verifier

We've created a number of things to do rich static analysis. We actually went out and
bought for a little over $30 million a company that was in the business of building
those kinds of tools, and we said now we want you to focus on applying these tools to
large-scale software systems, the kind of system we have in the source code of Windows
or Office, and see how far we can get on this.

We call the system that does this kind of proof, it's a model-checking system. You
describe the constraints, including things as simple as nobody should acquire the lock if
they've already acquired it, nobody should release it if they haven't acquired it, certain
things about the multi-threading aspect of the code that you want to make sure work very
well. And you describe those things literally, in this case in the C code itself, and then the
analyzer goes through and reduces the program, takes away anything that doesn't affect
the path analysis that it's trying to go through to determine is there some path through the
program that violates the constraints.

The initial domain we applied this in was in device drivers.

Bill Gates at
17th Annual ACM Conference on Object-Oriented Programming, Systems,
Languages and Application 9




CEGAR

Counter-Example Guided
Abstraction Refinement

VERDICT:
SAFE ERROR TRACE:
nporpamMmma = CEGAR = UNSAFE init();

Ha Cu X = 0;
open();
write();

do write();
if (X == 0)
assert ()
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CDOpMyJ'II/IpOBKa npasunn (1)

spinlock x; J_nt X locked = 0;

¥ : | int f(int y)

int f(int y) {

{ assert(x_locked == 0);
lock(x); =) x locked = 1; |

assert(x_locked == 1);
x_locked = 0; |
return y;

unlock(Xx);
return y;



CDOpMyJ'II/IpOBKa npasun (2)

1nt main() 1nt main()
{ {
assert(x > 0); =  if(!(x > 0)) {
| | ERROR:
abort();
h



int main() {
int i = 0;
int x = 0;

while (i < 100) {
1++;

X = X + 1;

}

assert(x > 0);




COCTOFIHVIe FIpOFpaMMbI

int main() {
int 1 = 0;
int x = 1

s1: while (i < 100) {
S2: 1++;

S3: X = X + 1;

}

s4: if (1 (x > 0))

S5 ERROR: abort();
}



HDEH,MKaTHaH abcTpakuuns

pc = sl
1P1
P2
R \ A
pc = S2 pc = s4
1Pl 1Pl
P2 P2 |
S A
s3 pc = s5
.
%
777777777777777777777 |_| peg,I/JIKaT‘blj
P1l: 1<0
P2: x>0

int main() {

int 1 = 0;
int x = 1

while (i < 100) {

if (I(x > 0))
ERROR: abort();



HDEH,MKaTHaH abcTpakuuns (2)

pc = s1  pc :51 int main() {
P1 x int i = 0;
PO . int x = 1;
. Y
pc = s2  pc =s4  g9: ywhile (i < 100) {
* s - .
| ‘ ‘ S2. 1++;
p2 = s3: X = X + 1i;
R A v )
Pe = 88 | pe =99 s4: if (1(x > 0))
| S5 ERROR: abort();
* *
************************** peasars oo

P2: x>0 16



CEGAR

nyTb nyTb
HEpea/Insyem peaninzyem

4. YTOUHEeHune
Moaenu

g 3. AHanus ﬁ UNSAFE
TpaCCbI

HOBblE
npeaukaThl @

nporpamma
Ha Cu

-

ecTb NyTb B
Tpacca
OLIMOOYHOoe

COCTOsAHME

1. AbcTpakuns

2. I‘IposepKUa Lﬁ
:> 6y/IeBCKON :>
nporpaMmmb

byneBckasd
nporpamma
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Ta>xenoBeCHble MHCTPYMEHTD

KomMmepyecKkue: AkafiemMnyeckme:

- Microsoft SDV  * DDVerily (CMU)
 Avinux (U. Tuebingen)

« CBMC (U. Oxford)

« SATABS (U. Oxford)

« CPAChecker (U. Passua)
« BLAST

« ARMC (A. Rybalchenko)
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Microsoft Static Driver Verifier

* BkntoueH B coctaB Microsoft Windows Driver
Developer Kit (DDK) B 2006 roay

* HenpepbIiBHO pa3BMBaeTCA:

— Bnabl nHTEpdeNCcosB:
WDM (2006) - WDM, NDIS, KMDF (2010)

— Ypycno npasun:
43 (2006) — 200 (2010)

— % NOXHbIX cpabaTbiBaHWIA:
30%(2008) - 5% (2010)

19



Microsoft Static Driver Verifier

« BkntoueH B coctaB Microsoft Windows Driver
Developer Kit (DDK) B 2006 roay

* HenpepbiBHO pa3BnBaeTCH:

— Bpemsa paboTtbl Ha 0gHOM ApanBepe:
??7? - no 2-3 yacos (2010)

— TIMEOUT n MEMORY _LIMIT BepanKTbI:
5% nnsa KMDF apavBepoB (3a cyeT aHHOoTauum)

— Pa3smep obpabarbiBaemMoro apaveepa:
0o 50 TbIC. CTPOK

20



Microsoft Static Driver Verifier

Pe3synbrarhbl
« 33 critical bugs in the WDK sample drivers
* 53 critical bugs in kernel-mode drivers

21



TakenosBeCHbIV aHaJ1N3

Ha ocHoBe n3o06paxeHusi ¢ http://engineer.org.in
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Ta>xenoBeCHble MHCTPYMEHTD

KoMMepyeckme: Akanemuyeckue:
* Microsoft SDV ° DDVerify (CMU)

« Avinux (U. Tuebingen)
CBMC (U. Oxford)
SATABS (U. Oxford)
« CPAChecker (U. Passua)
« BLAST
« ARMC (A. Rybalchenko)
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A nodyemy apanesepa?

* OCHOBHOMN UCTOYHUK Npobnem B aape OC

* OrpaHM4YeHHOoe MNCMOIb30BaHNE CITOXHbIX
CTPYKTYP AaHHbIX

* [1pakTnyeckn HeT apudomMeTUKn c
naaBatoLLEN 3anaToN

* HEMHOro pekypCcumBHbIX (PYHKUNI
* HebosibLLOW pa3mep apanBepos

24



s
OcobeHHOCTU BepndnkKaumnn

OpanBepoB
* BHYTpPEeHHAA aCUHXPOHHOCTb

* BmMecTo doyHKUMKM main aCUHXPOHHbIE
06paboTUMKM COBbLITUN

25



Linux Kernel

Baaumo- CHcTeMHLIE
ACACTEHE C mat SHED HHTEpherCLI
annapaTypor : Agpa Linus
CPU ide hAhA
| | char F3 | |
block MET
sbus IPC
Memary SCSi
acpi
MNpepeiBatwA, Nogcwc- CHCTEMHLIE
| MOPThI W T.N. atm TEMBbl K BLIZ0ELI
G || e WoRYNM
Anpa
Disks & CDs
video ush
pci cdrom
Network ApaiBeps
interfaces yCTpOWCTE
- Agpo Linux
—
i B WHUPOKOM CMbICNE
Annapatypa (kernel)




Linux Device Driver

static struct pci driver DARC360 pcl driver = {

. hame = "DACSGOM,

.1d table = DACSG0 1d table,
.probe = DACSc0 Probe,

. Femove = DACS60 Remove,

+:

static int DACS60 init module (void)
i

int ret;

ret = pcl register driver (&DACS60 pcl driver);
#ifdef DACYE0 GAM MINOR

if (lret)

DACS60 gam init():
#endif
return ret;

h

module 1nit (DACS60 init module);
module exit (DACZ60 cleanup module) ;

27



[[eHepauuna ncesno-main

int main(int argc,char* argv[])
{
init_module()
for(;;) {
switch(*) {
case 0: driver_probe(*,*,*);break;
case 1: driver_open(*,*);break;

}...
h
exilt_module();
)

28



[[eHepauwna ncesno-main (2)

* OrpaHnyeHnsa Ha NopAaoK
— open() nocne probe(), Ho oo remove()

* HedABHbIe OrpaHnYeHuns
— read() TonbKo, ecnn open() 6bIn ycnelueH

* N BCE 3TO YHUKa/IbHO A15 KayXKA0ro tmna
YCTPOWCTB
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N
OcobeHHOCTU BepndnkKaumnn

OpanBepoB
* BHYTpPEeHHAA aCUHXPOHHOCTb

* BmMecTo doyHKUMKM main aCUHXPOHHbIE
06paboTUMKM COBbLITUN

* HedpmkcmpoBaHHbIN NHTEPdENC C AAPOM
(Linux)

30



Linux Kernel

Baaumo- CHcTeMHLIE
ACACTEHE C mat SHED HHTEpherCLI
annapaTypor : Agpa Linus
CPU ide hAhA
| | char F3 | |
block MET
sbus IPC
Memary SCSi
acpi
MNpepeiBatwA, Nogcwc- CHCTEMHLIE
| MOPThI W T.N. atm TEMBbl K BLIZ0ELI
G || e WoRYNM
Anpa
Disks & CDs
video ush
pci cdrom
Network ApaiBeps
interfaces yCTpOWCTE
- Agpo Linux
—
i B WHUPOKOM CMbICNE
Annapatypa (kernel)




.
stable api nonsense.txt

This is being written to tQ/ to explain why Linux does not have a binary
kernel interface, nor does it have a stable kernel interface. Please
realize that this article describes the in kernel interfaces, not the
kernel to userspace interfaces. The kernel to userspace interface is
the one that application programs use, the syscall interface. That
Interface Is very stable over time, and will not break.

Executive Summary

You think you want a stable kernel interface, but you really do not, and
you don't even know it. What you want is a stable running driver,
and you get that only if your driver is in the main kernel tree. You
also get lots of other good benefits if your driver is in the main kernel
tree, all of which has made Linux into such a strong, stable, and
mature operating system which is the reason you are using it in the
first place.

Greg Kroah-Hartman




N
CTaTuctuka no aapy Linux

* CTatucTuka UsmMeHeHun B aape

— 4.02 n3MeHeHunn B Yyac
(B cpeaHeMm 3a 2005-2010)

— CTpoku Kopa: 9 058 nobasnaetcs, 4 495
yaansetcs, 1 978 nameHseTcs Kaxabln eHb
(B cpeaHem 3a 2009-2010)

* [NopaepxxmBaemMble apXUTEKTYPb

— bonee 18

[*] Kroah-Hartman G, Corbet J, McPherson A (2010) Linux Kernel Development
http://www.linuxfoundation.org/docs/If_linux_kernel_development 2010.pdf



Ta>xenoBeCHble MHCTPYMEHTD

KoMMepyeckme: Akanemuyeckue:
* Microsoft SDV ° DDVerify (CMU)

« Avinux (U. Tuebingen)
CBMC (U. Oxford)
SATABS (U. Oxford)
« CPAChecker (U. Passua)
« BLAST
« ARMC (A. Rybalchenko)
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g N—
CpaBHeHNe MHCTPYMEHTOB
Bepupmnkaumm opanBepos

SDV Avinux DDVerify
(Windows) (Linux) (Linux)

CTtaHaapTHas cbopka

Busyanunsaymna pesynsratoB

[lo6aBneHne HOBbIX MHCTPYMEHTOB
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D
Linux Driver Verification

CrtaptoBan cunamun CI'T PAH B 2007 roay
Llenw:

* PaszpaboTtarb UHCTPYMEHTbI O/15
obecneyvyeHnsa HageXxHoOCTH aApanBepoB
Linux

* [MoCTPOUTb OTKPLITYIO NAOLWAAKY
MHOYCTPUa/IbHOIO YPOBHSA A1 aHa/M3a U
PA3BUTUS NHCTPYMEHTOB BEpUUKaLINm



N
CxemMa paboTbl LDV B uenom

4 LDV A VERDICT:

SRR SAFE ERROR TRACE:

) UNSAFE init();
UNKNOWN X = 0;
— \; open();
kernel ) write();

\ / doﬂgr?;eil; 0)

assert ()
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r N
1. A3Bne4yeHne MHMPopmMaLnn

06 onunax coopkn

driver sources

) compiler
= options
kernel )

build-cmd-extractor
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. .
2. [eHepauna mogenn

OKPYXXEHUS

driver sources ) oseudo-main:
main ()
kernel ) drv-env-gen ) for (;;)
eventl ()
: event?2 ()
compiler =
options J
.

39



3. Bepudunkaunma npaBun

driver sources

kernel

compiler
options
.

<

DSCV

7
RuleDB

4

VERDICT:
SAFE
UNSAFE

UNKNOWN | |

\\\///////k

40




r N
Domain Specific C Verifier

driver sources
kernel
modified
S RCV VERDICT:
compiler ® rule-instrumentor = > ®» | SAFE
options sources UNSAFE
T - UNKNOWN |
\/ -

-main
pseudo-mai RUlcDE

41



Reachability C Verifier

B HacTosLllee BpemMma ABe peasin3ayni:
* BLAST
* CPAChecker

42



CpaBHeHNe MHCTPYMEHTOB
Bepupmnkaumm opanBepos

SDV Avinux DDVerify LDV
(Windows)  (Linux) (Linux) (Linux)

CraHgapTHasa cbopka

Busyanunsaymna pesynsratoB

[lo6aBneHne HOBbIX
NHCTPYMEHTOB

43



TekyLwine pesysibTaThbl

* ba3a npaBuin
— BbiasneHo 80 npaBun
— ®dopmaninsoBaHo 18 npaBun

* HangeHo 25 owmnbok B ApanBepax sapa

44



.S
ObHapy>XeHHble OLLNOKN

http://linuxtesting.org/results/Idv
« 25 oWKMBOK, 16 NPUHATO U UCNpPaBNEHO

.. Problems in Linux Kernel

This section contains information about problems in Linux kernel found within Linux Driver \erification program.

Click on a problem number for detailed description. Click on a column header to change the sorting order.

HNo. Type Brief Added on Accepted Status
L0033 Crash drivers/net/wireless/iwlwifi ~ 2010-12-14 commit Fixedfily
(iwl3945-base.c: 7adaBBe5e5d7b465de8d0441b4a8d890a602074f  2.6.35

rmutex_unlock without
mutex_lock

LOD30 Crash kernelfrange.c: 2010-12-10 htps/flkml oraflkml/2010/11/5/264 Recognized
clean_sort_range() returns as an error

incarrect result for full array

L0029 Crash drivers/media/radio/radio-  2010-09-14 commit Fixedfily
gemtek-pci.c; mutex_lock fefd43414dbf330d6d910e0ledd4B8dd93dcAf2942, kernel
imbalances http: fflkml. org/lkml/2009/7/13/320 2.6.32
L0027 Crash drivers/media/radio/radio- 2010-08-23 commit Fixe dfily
gemtek-pci.c: Double 3addbbB8075c00e2a2408c192bd1002dead26b2aa | kernel
mutex_lock 2.6.32
LO0OZE Crash drivers/net/3c505.c. Get 2010-06-08 http:/flkml. org/lkml/2010/6/7/139 Recognized
spin_lock twice as an error
L0025 Crash drivers/mtd/mtd_blkdevs.c.  2010-01-26 http:/flkml. orgfkml/2010/1/12/246, commit in
Unsafe use of function 048dB87199566663ededcdB880df3703c04bef41d9 kernel

module_put 2.6.35 45


http://linuxtesting.org/results/ldv

Example of a report (LO009)

Date Wed, 7 Oct 2009 14:31:32 40100
From Blan Cox <>

Subject EFe: [BUG] isicom.c sleeping function called from invalid context

On Wed, 7 Oct 2009 17:15:14 +0000
Alexander Strakh =strakh@l»pras. ru= wrote:
= KERMEL VERSION: 2.6.31
DESCRIBE:
Driver drivers/char/isicom.c might sleep in atomic context, because 1t calls
tty port xmit buf under spin_Tlock.

.fdrivers/char/isicom.c:
1307 static vold isicom_hangup(struct tty_struct *tty)
1308 {

iéiE spin_lock_irgsave(&port-=card-=card_lock, flags):
1316 isicom_shutdown port(port);

-
>
-
-
-
-
-
-
>
-
-
-
= Path to might_sleep macro from isicom_hangup:

> 1. 1isicem_hangup calls spin_lock_irgsave (drivers/char/isicem.c:1315) and then
> calls isicom_shutdown port.

> 2, isiscom_shutdown_port calls tty port free xmit buf at

= drivers/char/isicom.c: 906

> 3. tty_port_free_xmit buf calls mutex_lock at srivers/char/tty_port:48

-
-

Found by Linux Driver Verification Project

Diagnosis 1s correct. I'l1l take a guick look at that one

46



Example of a report (LO014)

Date Mon, 12 Oct Zﬂﬂféll 25:13 +0200 (CEST)
From Jiri Kosina <=
Subject Ee: [BUG] hidraw.c: double mutex lock

On Mon, 12 Oct 2009, 1ceberg wrote:

= KERNEL VERSION: 2.6.31

= DESCRIEBE:

> In driver ./drivers/hid/hidraw.c in function hidraw_read may be
> double mutex_ lock:

-

> Path:

> 1. line 50: begin first iteration of "while(ret==0)"

= 2, line 52: first call to mutex lock

> 3. inner loop "while (list-=head == list->tail)" does not change state
= of mutex. because mutex_lock immediatelly follows mutex_ unluck

> 4, if we go to the second iteration of "while(ret == 0)"

> line 50 then there are second call to mutex_lock in line 52 (mutex

> aquired twice).

-

> Second iteration of loop "while(ret==0)" is possible if local variable
= ret 1s not changed at line 94: ret+=len - i1.e. len==0;

= Variable len may be zero if hidraw_read i1s called with count==0 or

= list-=buffer[list->tail] . len == 0.

Good catch. I will fix that up by moving the mutex_lock() so that it's
locked before the loop is entered.

Thanks,
Jiri Kosina

SUSE Labs, Nowvell Inc.
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TakenosBeCHbIV aHaJ1N3

Ha ocHoBe n3o06paxeHusi ¢ http://engineer.org.in
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B
SVACE VS LDV

Anpo 2.6.31.6, npaBuno 32 (MbHOTEKCHI)
O peasbHbIX OLLINOOK

1 olwimbKa HanageHa 7/ OLNBOK HanaeHo
8 ynyuieHo 2 ynyueHo
6 false positive (21) 1 false positive

~4 yacoB ~24 yacoB

49



TakenosBeCHbIV aHaJ1N3

Ha ocHoBe n3o06paxeHusi ¢ http://engineer.org.in
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ldv-online

. Online Linux Driver Verification Service (alpha)

Start Verification Verification History Rules

Start Verification
on ¥BE_64 architecture

1. Ensure that drivers satisfy the following requirements:

* The driver is archived using gzip or bzip2 and has one of the following extensions: .tar.bz2, tar.gz, .tgz
s Archive should contain:

o Makefile (written to be compiled with the kernel)
+ obj-m is mandatory
o Sources needed by Makefile

s Archive should not contain generated files left from builds

2. Upload driver.

3. Wait for results.

Erowse...

Skarkt VeriFicaktion
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_ge B
ldv-online (2)

Verification Report

Driver: test-0032-wl12xxunsafe.tar.bz?
Timestamp: 2011-01-19 20:51:12
Verification architecture: x86 64

You can see verification verdict for each rule and linux kernel. WVerdict may be:

= Safe -there is no mistakes for the given linux kernel and rule,

# Unsafe - driver may contain an error. You can see the error trace by clicking on the "Unsafe" link for
the corresponding linux kernel and rule.

* Build failed - your driver is not compatible with the given linux kernel. In this case you may see the
compile error trace by clicking on the "more details” link.

. -tools can not determine whether your driver Safe or Unsafe.
» Queued -the driver waits for the turn to verification.

e ~

Rule Verdict

Mutex lockiunlock

MOID allocation under ush lock _
F,

Module get/pur
ECl pool createldestroy, allocifree Queued
Delay in probe irg onloff Queued
Memory allocation inside spinlocks Queued
- Linked list double add Queued
' m Usb allocifree urb Queued T —
Spinlocks lockiunlock Queued

52



N
Br3lyannsaymnsa Tpacchil

Error trace Source code
¥/Function bodies ¥|Blocks | Others... ‘ main.c.common.c spi.h model0032.c skbuff.h

- entry_point(]; ééé :

! 367 static void wll2xx_op_stop(struct ieeeB0211_hw *hw)
1307  ldv_initialize() { /* The function body | 3eg { ~op_=toR -
1600 IN_INTERRUFT = 1 . 369  struct wll2xx *wl = hw-=priv;

1620  + tmp = wll2xx_init(); 370
1620  assert(tmp == 8); 371 wll2xx_info(“down');
1627 + wl2xx_op txi{var_ wll2xx _op tx 0 pd 377 -
1640 : wli2xx_op_start(var_wll2xx_op_start 1 | 373  \112xx_debug(DEBUG MAC80211, “mac8021l stop™):
. 374
324 —wl =% (hw ) .priv; 375 mutex_lock (&wl->mutex);
ret = 0; 3I7R
329 + mutex_Llock(wl foffset mutex /» lodi | 377  wapn ON(wl->state != WL12XX_STATE ON);
331 assert(* (wl ).state == 0): 378
338 + ret = wll2xx_chip_wakeup(wl ,+ »1 » 379 if (wl->scanning) {
239 assert(ret < @), 380 mutex_unlock (Ewl-=mutex):
= ALl 381 ieeeB0211_scan_completed (wl-=hw, true);
322 return __retresé; 382 mutex_lock (&wl->mutex):
} 383 wl-=scanning = false;
1653 - wll2xx_op_stop(var_wll2xx_op stop 2 p 384}
{ 385
369 wl = # (hw }.priv; 386 wl-=state = WL12XX STATE OFF;
3271 printk("=7=wll2xx: down\n") { /* The Ffunct 287 - -
375 ? mutex_lock(wl foffset mutex /» lock 388 wll2xx_disable interruptsiwl):
389
£l assert(IN_INTERRUPT == 1); 390 mutex_unlock (&wl-=mutex):
83 asserti{ldv_mutex != 1); 39] -
83 + _ blast_assert(); 392  cancel work_sync(&wl->irg work);
} 393  cancel work sync(&wl-=tx work);
} 2304 ranral wrrk sune(fwl -sfiltar warkd.




HanpaBneHna pa3BuUTUA

* MacwTadbnpyemMmocTb

* PacnapasnienmsaHue

* PaclwiunpeHue Habopa npasusi

* KayecTBO aHa/Im3a

* ANlbTepHaTUBHbIE MHCTPYMEHTbI
* YBesinyeHme CKopoCTu

* YnyduweHus B N0/1b30BaTe/1bCKOM
NHTEpdoence
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IRIMRAS| LinuxTesting
org

[Ipurnawaem K
coTpyaHmndecTBy!

khoroshilov@Ilinuxtesting.org
Anekcen XopoLinios

Bagnm MyTunuH
http://www.linuxtesting.org/project/ldv
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