


Области исследований: 

• Прикладная математика 
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Понятие верификации 



Фундаментальные разработки Microsoft 
Research в области верификации  

•

•

•

•

•



Z3 – SMT Solver 

•

•

•

 

http://research.microsoft.com/projects/z3

http://rise4fun.com/Z3

http://research.microsoft.com/projects/z3
http://research.microsoft.com/projects/z3
http://rise4fun.com/Z3


Z3 - кратко об основных особенностях 

•

•

•

•

•

•

•

•

•



Z3 - основные элементы архитектуры 

Theories 

Core Theory 

SAT solver 

Rewriting 
Simplification 

Bit-Vectors 

Arithmetic 

Partial orders 

E-matching 
Arrays 

OCaml Text .NET C 



Boogie 

•

•

Z3

•

• http://research.microsoft.com/en-us/projects/boogie/

• http://research.microsoft.com/en-us/um/people/leino/papers/krml160.pdf

• http://rise4fun.com/Boogie
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Boogie 

Translator 

Boogie 

Inference 

Engine 

V.C. Generator 



Spec# 

•

•

•

http://research.microsoft.com/en-us/projects/specsharp/

http://specsharp.codeplex.com/

http://research.microsoft.com/en-us/projects/specsharp/
http://research.microsoft.com/en-us/projects/specsharp/
http://research.microsoft.com/en-us/projects/specsharp/
http://specsharp.codeplex.com/


Spec# 

• http://rise4fun.com/SpecSharp

http://rise4fun.com/SpecSharp


Code Contracts 

•

•

• Pex

•

•

• http://research.microsoft.com/en-us/projects/contracts/

http://research.microsoft.com/pex
http://research.microsoft.com/en-us/projects/contracts/
http://research.microsoft.com/en-us/projects/contracts/
http://research.microsoft.com/en-us/projects/contracts/


Code Contracts 

http://rise4fun.com/CodeContracts

http://rise4fun.com/CodeContracts


Zing 

•

•

•

• http://research.microsoft.com/en-us/projects/zing/

http://research.microsoft.com/en-us/projects/zing/
http://research.microsoft.com/en-us/projects/zing/
http://research.microsoft.com/en-us/projects/zing/


Верификация параллельных систем 

•
http://research.microsoft.com/en-us/projects/vcc/

•
http://research.microsoft.com/en-us/projects/havoc/

•
http://research.microsoft.com/en-us/projects/traver
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VCC – верификатор параллельных программ 
на языке C 

•

•

• http://research.microsoft.com/en-us/projects/vcc/

• http://vcc.codeplex.com/

http://research.microsoft.com/en-us/projects/vcc/
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VCC – верификатор параллельных программ 
на языке C 

•

•

•



HAVOC 

•

•

•  

• http://research.microsoft.com/en-us/projects/havoc/

•
http://research.microsoft.com/pubs/132138/paper.pdf

http://fm.csl.sri.com/UV10/slides/BallUV2010.pptx

http://research.microsoft.com/en-us/projects/havoc/
http://research.microsoft.com/en-us/projects/havoc/
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Traver 

•

•

•

•

•

• http://research.microsoft.com/en-us/projects/traver

http://research.microsoft.com/en-us/projects/traver
http://research.microsoft.com/en-us/projects/traver
http://research.microsoft.com/en-us/projects/traver


Комплексное применение инструментов 

VCC Boogie Hyper-V 

Verification  

condition 

Bug path 

HAVOC 

Bug path 



Проверка свойств безопасности - Fern  

•

•

• http://research.microsoft.com/en-us/projects/fine/

http://research.microsoft.com/en-us/projects/fine/
http://research.microsoft.com/en-us/projects/fine/
http://research.microsoft.com/en-us/projects/fine/


Fine - Fern – F7 - F* 

•

•

• http://research.microsoft.com/en-us/projects/fstar/

• http://rise4fun.com/fine

Fine 

Z3 
Type-checker  

+ Compiler 

DCIL 

DCIL  

Type-Checker 

.NET Virtual Machine 

C#, F#,… DCIL 

http://research.microsoft.com/en-us/projects/fstar/
http://research.microsoft.com/en-us/projects/fstar/
http://research.microsoft.com/en-us/projects/fstar/
http://rise4fun.com/fine


Верификация драйверов устройств 

•

•

•

•

• http://research.microsoft.com/en-

us/projects/slam/

Driver’s Source Code in C 

Precise 
API Usage Rules 

(SLIC) 

Defects 

100% path 

coverage 

Rules 

Static Driver Verifier 

Environment  
model 

http://research.microsoft.com/en-us/projects/slam/
http://research.microsoft.com/en-us/projects/slam/
http://research.microsoft.com/en-us/projects/slam/


Информация 
• http://research.microsoft.com

•
http://research.microsoft.com/en-

us/collaboration/global/europe/default.aspx

•
http://research.microsoft.com/en-us/groups/rise/default.aspx

• http://rise4fun.com

•
http://research.microsoft.com/en-us/groups/ppt/#research

•

http://www.youtube.com/watch?v=5t4WntcsZZo

•
http://www.youtube.com/watch?v=PussKcpJrik&feature=related

Elena Pavlova  v-elpavl@microsoft.com 
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PREfix, 

PREfast  

     

Static Driver 

Verifier 

VCC 

HAVOC 



SDV 

Expressiveness  +  (control-oriented) 

Precision +  (abstract memory) 

Scalability +  (whole program) 

Automation ++ (push button) 

Contracts 
 -- 

Users Developers 

Problem Correct API usage 

HAVOC 

++  (system-specific) 

++  (precise) 

++  (modular) 

+     (inference) 

++ 

Auditors 

Security audit 

VCC 

+++  (functional) 

++  (precise) 

++  (modular) 

--     (manual) 

++  

Verif. Experts 

Fully correct TCB 

Static Driver 

Verifier 
VCC HAVOC 



<Resource>       
<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 

<ResourceAttributeDesignator AttributeId="resource:datastream:id“ DataType=“…/XMLSchema#string"/> 

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">PatientRecord</AttributeValue>       

</ResourceMatch> 

</Resource>       

<Action>     
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">       

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">action:getData</AttributeValue>       

</Action> 

<Subject>       
<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">         

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">Doctor</AttributeValue>         

</SubjectMatch>     

</Subject> 

<Rule RuleId="1" Effect="Deny">        <Target>  … </Target>  <Condition>     ... </Condition>    </Rule>   

<Rule RuleId=“2" Effect=“Permit">        <Target>  … </Target>  <Condition>     ... </Condition>    </Rule>   

XACML Policy 

public Data GetData (string subjectName, string recId) { 
  Record rec = DB.GetRecord (subjectName, recId); 
  List queryParams = new {subjectName, rec.datastreamId};  
  if (XACML.GetAuthCtxt(subjectName).query(“CanGetData”, queryParams)) { 
       return rec.data; 
  } 
  return null; 
} C# code that mediates access to patient 

records 

Current practice 

Complete mediation? Is this the right query with right 

parameters? 

30 

Does this code properly enforce the 

policy? 

Resources: patient-records 

Actions: getData, … 

Subjects: Doctors, … 

Rules: Grant, Deny, … 



val readRecord: p:prin -> cred<p> ->  
                {r:record | HasPerm<p, CanRead r>} -> 
        string 
 

assume Rule_docCanRead: forall p:prin, r:record. 
   (InRole<p,Doctor> && Treating<p, r.patient>) =>  
    HasPerm<p, CanRead r> 
assume …  

A reference monitor written in 

Fine 

Type checker ensures authenticity, 

complete mediation, information 

hiding 

The type of a function to read 

data from a protected record  

Policy specified using logical formulas in a header 

file 

31 

Types mention security constraints from 

policy 



• Совместные исследовательские проекты 
• Исследования в области компьютерного зрения

http://graphics.cs.msu.ru/ru 

• Исследования по распределённому языку авторизации знаний (Distributed 

Knowledge Authorization Language)

http://dkal.codeplex.com

• Исследования в области соответствия браузеров стандарту W3C (DOM API 

Testing) 

http://domapi.codeplex.com

• Исследования в области вычислительной математики и биологии 

(Computational Mathematics and Biology Research) 

• Поддержка научно-исследовательских мероприятий 

• Стажировки (Internships) http://research.microsoft.com/en-

us/jobs/intern/

• Поддержка представителей MSR в России 

Microsoft Research Connections in Russia 

http://graphics.cs.msu.ru/ru
http://dkal.codeplex.com/
http://domapi.codeplex.com/
http://research.microsoft.com/en-us/jobs/intern/
http://research.microsoft.com/en-us/jobs/intern/
http://research.microsoft.com/en-us/jobs/intern/

